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Amazing members at wonderful locations

KRX, South Korea Bolsa de Madrid, Spain Bursa Malaysia, Malaysia TMX, Canada

JSE, South Africa Borsa İstanbul, TürkiyeNSE, India

http://www.exactpro.com/
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Our publications in the WFE’s Focus

http://www.exactpro.com/


exactpro.com5 BUILD SOFTWARE TO TEST SOFTWARE                                                                                                                                                                                                                                                                                                              

About Exactpro
Client network spanning 60% of Top 10 
and 60% of Top 20 global exchange groups

Exactpro is an independent provider of AI-enabled 
software testing services for financial organisations.

Our clients are financial market infrastructures 
across 25 countries. We help our clients to improve 
scalability, latency, and operational resiliency, 
decrease time to market, and maintain regulatory 
compliance.

Headquartered in the UK, Exactpro operates 
delivery centres in Georgia, Sri Lanka, Armenia, the 
UK, representative offices in the US, Canada, and 
Italy, and has a global distributed network of 
consultants.

Exactpro offers to review software testing 
processes and platforms used in your 
organisation from the AI Testing perspective.

http://www.exactpro.com/
https://exactpro.com/news/exactpro/exactpro-and-bny-mellon-win-swift-hackathon-2022-digital-assets-ownership-and-interoperability-challenges?utm_source=gmail&utm_medium=emailslides&utm_campaign=Sibos2025
https://exactpro.com/ai-testing?utm_source=gmail&utm_medium=emailslides&utm_campaign=Sibos2025&utm_content=post-Sibos-follow-up
https://exactpro.com/news/exactpro/exactpro-and-bny-mellon-win-swift-hackathon-2022-digital-assets-ownership-and-interoperability-challenges?utm_source=gmail&utm_medium=emailslides&utm_campaign=Sibos2025
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Introduction to AI Testing: guide to 
ISTQB® CT-AI certification

Over the past year, we have worked hard to aggregate the 
main aspects of our AI Testing training in our upcoming 
book – Introduction to AI Testing: Guide to ISTQB® CT-AI 
Certification – that we were delighted to present at our 
stand throughout Sibos. 

The book offers a comprehensive introduction to artificial 
intelligence and machine learning fundamentals, helping 
build in-house AI excellence and lay the groundwork for 
responsible development and deployment of AI. It equips 
software testers and developers with the skills to effectively 
leverage AI-powered solutions for testing complex systems 
and AI applications. It also fully prepares readers for the 
ISTQB® Certified Tester AI Testing (CT-AI) certification exam.

Get Introduction to AI Testing

http://www.exactpro.com/
https://exactpro.com/training/ISTQB-AI-Testing-course?utm_source=gmail&utm_medium=emailslides&utm_campaign=Sibos2025&utm_content=post-Sibos-follow-up
https://exactpro.com/training/library?utm_source=gmail&utm_medium=emailslides&utm_campaign=Sibos2025&utm_content=post-Sibos-follow-up
https://exactpro.com/training/library?utm_source=gmail&utm_medium=emailslides&utm_campaign=Sibos2025&utm_content=post-Sibos-follow-up
https://exactpro.com/training/library?utm_source=gmail&utm_medium=emailslides&utm_campaign=Sibos2025&utm_content=post-Sibos-follow-up
https://exactpro.com/events/exactpro-at-sibos2025
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Socrates said

…
The beginning of wisdom is the 
definition of terms

I know that I know nothing

http://www.exactpro.com/
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Definition of AI and the AI Effect

http://www.exactpro.com/
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Your Complete Guide
To Preparing for 
the CT-AI Exam 
and Beyond

Definition of AI and the AI Effect

http://www.exactpro.com/


exactpro.com10 BUILD SOFTWARE TO TEST SOFTWARE                                                                                                                                                                                                                                                                                                              

The AI Productivity Paradox?

http://www.exactpro.com/
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“This is not a new phenomenon. In 
the 1980s, Robert Solow famously 
observed: “You can see the 
computer age everywhere but in the 
productivity statistics.” The same 
paradox may be playing out again 
with generative AI—ubiquitous 
adoption, but elusive aggregate 
gains.”

A.Butler

http://www.exactpro.com/
https://www.brookings.edu/articles/the-solow-productivity-paradox-what-do-computers-do-to-productivity/?ref=abutler.com
https://www.brookings.edu/articles/the-solow-productivity-paradox-what-do-computers-do-to-productivity/?ref=abutler.com
https://www.brookings.edu/articles/the-solow-productivity-paradox-what-do-computers-do-to-productivity/?ref=abutler.com
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Easy for one

★ Frictionless Adoption for Individuals

★ Unstructured Creativity and Flexibility

★ Less Risk of Hallucination at Personal Scale

★ Personalized Use vs. Generalized Integration

http://www.exactpro.com/
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Difficult for many

★ Security and Compliance Concerns

★ Integration Challenges

★ Unclear ROI Models

★ Internal Communication Challenges

http://www.exactpro.com/
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1 Expected impact is calculated as the 
average of the responses rated on a 
scale from 1 to 5 (1 = not sure; 
2 = not impactful at all; 3 = slightly 
impactful; 
4 = moderately impactful; 5 = highly 
impactful). 
The number of current use cases is 
presented normalised 
on a scale from 1 (min) to 5 (max).

Sources: IFC survey on AI and ML 
(2024); authors’ calculations

IFC Report No 18
Governance and implementation of AI in central banks

www.bis.org/ifc/publ/ifc_report_18.pdf

http://www.exactpro.com/
http://www.bis.org/ifc/publ/ifc_report_18.pdf
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Artificial Intelligence incident database

https://arxiv.org/pdf/2408.12622

● McDonald’s ends AI drive-through trial
● ITutor’s age discrimination
● Amazon Scraps Secret AI Recruiting Engine that 

Showed Biases Against Women
● Google AI Makes Up Fake Sayings
● Amazon’s Alexa becoming liberal
● Chevrolet Dealer Chatbot Agrees to Sell Tahoe for $1
● New York City chatbot that advised entrepreneurs to 

break laws
● Tesla Autopilot Incidents
● DPD’s chatbot swears and criticises delivery firm

● Erroneous Declined Transaction Notification 
by PayPal AI Assistant

● Self-driving Waymo cars honking at each 
other at night

● Anysphere AI Support Bot for Cursor 
Reportedly Invents Login Policy, Leading to 
Subscription Cancellations

● Roomba testers feel misled after intimate 
images ended up on Facebook

● Air Canada Chatbot providing false 
information

https://arxiv.org/abs/2504.10277 

Note that over 3000 
model-based failures 
have been identified 
to date.

https://incidentdatabase.ai/

http://www.exactpro.com/
https://arxiv.org/pdf/2408.12622
https://www.theguardian.com/business/article/2024/jun/17/mcdonalds-ends-ai-drive-thru
https://www.verdict.co.uk/itutorgroup-settles-ai-hiring-lawsuit-alleging-age-discrimination/
https://www.ml.cmu.edu/news/news-archive/2016-2020/2018/october/amazon-scraps-secret-artificial-intelligence-recruiting-engine-that-showed-biases-against-women.html
https://www.techtimes.com/articles/310118/20250424/google-ai-makes-fake-sayings-claims-theyre-real-heres-what-that-means-search-accuracy.htm
https://www.thetimes.com/life-style/food-drink/article/alexa-why-are-you-a-bleeding-heart-liberal-q67qc7k6v
https://incidentdatabase.ai/cite/622/
https://www.reuters.com/technology/new-york-city-defends-ai-chatbot-that-advised-entrepreneurs-break-laws-2024-04-04/
https://www.nbcnews.com/tech/tech-news/feds-say-tesla-autopilot-linked-hundreds-collisions-critical-safety-ga-rcna149512
https://www.theguardian.com/technology/2024/jan/20/dpd-ai-chatbot-swears-calls-itself-useless-and-criticises-firm
https://www.wkiri.com/today/?p=5563
https://arstechnica.com/information-technology/2024/08/self-driving-waymo-cars-keep-sf-residents-awake-all-night-by-honking-at-each-other/
https://arstechnica.com/information-technology/2024/08/self-driving-waymo-cars-keep-sf-residents-awake-all-night-by-honking-at-each-other/
https://incidentdatabase.ai/cite/1039
https://incidentdatabase.ai/cite/1039
https://www.technologyreview.com/2023/01/10/1066500/roomba-irobot-robot-vacuum-beta-product-testers-consent-agreement-misled/
https://www.mccarthy.ca/en/insights/blogs/techlex/moffatt-v-air-canada-misrepresentation-ai-chatbot
https://arxiv.org/abs/2504.10277
https://arxiv.org/pdf/2408.12622
https://arxiv.org/pdf/2408.12622
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Exchanges in comparison to other systems

● Principle- and outcome-based regulatory frameworks
● Expectation of robust governance and operational resilience
● Technological and epistemological complexity 
● Massive transformations
● Adopting the new, aligning with existing systems
● High visibility and impact on national economy and society
● Budget and time constraints
● Centralisation and no canary deployments
● Data quality & bias
● Non-deterministic behaviour
● Huge integration ecosystems
● Rapid tech change

And more…

Exchanges

http://www.exactpro.com/
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Are these challenges unique to AI systems? 

Non-determinism Data Quality Interpretability

A CB

A C B

B A C

B C A

C A B

C B A

http://www.exactpro.com/
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Nondeterminism was always there
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VWAP

Sell 100@50 IOC

Buy 200@51 Day

Sell 100@49 Day

A C
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C B A
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http://www.exactpro.com/
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TYPICAL QUALITY ISSUES RELATING TO THE DATA IN A DATASET

Unbalanced data

Unfair data

Duplicate data

Irrelevant data

Privacy issues

Security issues

Wrong data

Incomplete data

Mislabelled data

Insufficient data

Data not pre-processed

Obsolete data

Data Quality and Complexity

http://www.exactpro.com/
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Typical Reference Data in Clearing

Reference data objects

● Participant and account structure (position accounts, 
clearing account, margin accounts, collateral accounts, cash 
accounts).

● Instruments (for derivatives markets – tradable instruments 
and their contract specs (templates), underlyings)

● Corporate Action Diary (describes parameters of CAs)
● Calendars (CCP calendar, CSD calendar, Payment calendar) 

and schedule setup.
● Risk parameters setup
● Fees setup
● Position management rules setup
● Settlement rules setup
● Other (general) system parameters

http://www.exactpro.com/
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Compliance process was never trivial

Transparency Explainability Interpretability

http://www.exactpro.com/
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RAG Processes - interact with AI

Gateways
Retrieval-Augmented 

Generation (RAG) 

RAG Processes 

User 
Admin FEs

Operational Data
Analytics

Metadata, 
Historical Data

Integrations

Clients 

Processes:

Documents

PDF documents

Spreadsheets

Website log files

Websites / UIs

Log files 

Transactional data

FX rates

Integration APIs

Unstructured data

Emails

Static ref data

Dynamic ref data

Gather: 
Load > Enrich > Relate

 ->
Understand: 

Discover > Classify > 
Predict

-> 
Act: 

Recommend > 
Automate > Visualise

Statistics Analysis

Integration

http://www.exactpro.com/
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SOR Processes - interact with AI and NI

Gateways Smart Order Router (SOR)

SOR Processes 

Trading 
Admin FEs

Operational Data
Analytics

Metadata, 
Historical Data

Integrations

Clients 

Markets & Clients

Historical data

Orders trading patterns

Static ref data

Dynamic ref data

Algo parameters

Trading parameters

Low latency real-time 
market data feeds

Analytical feeds

FX feeds

APIs

Trading protocols

http://www.exactpro.com/
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Human Intelligence and Software

Hand-Crafted
Natural

Interactive
Attended
Manual

Synthetic
Artificial

Generated
Unattended
Automated

Artifacts or Snippets

Narrow Bandwidth 
Human-Attended Work

Datasets of Corpus

Machine Scale Big Data

Types of Data Volumes of Data

Human Intelligence and Software

http://www.exactpro.com/
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Human Intelligence and Software

Intelligence is the capability to acquire, process, and apply knowledge and skills.

Humans:
● Humans have intelligence - though we do not yet know what it truly is.
● They interact with reality through skills.
● They hold knowledge in their minds, in the form of ideas.
● They can learn, generalize, isolate, and abstract.
● They can convert ideas ↔ artifacts in a continuous cycle.
● Their interactions with reality and with artifacts serve as a proxy for understanding human intelligence.

Software:
● Running software executes a set of instructions.
● It can process data and produce synthetic artifacts.
● It interacts with reality through data flows and control loops defined in its instructions.
● Its interactions with reality can be represented as data.
● Artificial intelligence is software capable of acquiring, processing, and applying knowledge and skills.
● Software does not possess knowledge or skills - it only holds data to simulate them.
● Synthetic artifacts provide a proxy for exploring artificial intelligence.

http://www.exactpro.com/
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Zero Outage Industry Standard

Security

Platforms

Processes

People

AI Adoption in Organisations

● Build a strong foundation for an AI-ready 
environment: embed pervasive internal AI 
literacy, start training all business and 
technical staff now.

● Prepare to drive holistic change: platforms 
will be just one of the components, factor in 
upcoming changes in supporting workflows 
and processes, security, and people.

● Start small but plan big: launch pilots in 
high-impact, low-risk areas.

● Set up governance early: developing ethics, 
testing, security, and compliance principles 
and frameworks should not be afterthoughts.

http://www.exactpro.com/
https://zero-outage.com/the-standard/security/introduction-and-overall-picture/
https://zero-outage.com/the-standard/security/introduction-and-overall-picture/
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AI Testing Centre of Excellence

AI adoption comes with risks and challenges. A complex and far-reaching task, 
AI implementation in financial services requires:

● across-the-board transformations starting from cultural and structural changes 
● data handling and data quality governance competencies 
● ethics and bias literacy 
● specialised quality assessment and test strategy expertise  
● cutting-edge technology skills for model development and deployment

Educating your teams now is vital to the success of your AI integration. 
To address current capacity gaps, we help our clients to build their own AI Testing 
Centres of Excellence. 

http://www.exactpro.com/
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Collaboration Opportunities

Extensible Collaboration

Participate in interactive workshops to obtain expertise in AI Testing via 
hands-on training sessions covering methodologies and tools. Foster 
knowledge exchange and skill development within the team. Extend 
productive collaboration. Build a Centre of Excellence in AI Testing.

Test Strategy Development

Design a comprehensive test strategy – incorporating AI-enabled test 
frameworks – tailored for a particular system (or your entire organisation 
infrastructure), define a structured testing framework aligned with 
recommended practices, build software to test software.

Pilot Engagement

Select a relevant system and run a time-boxed proof-of-concept (PoC) 
engagement to explore its functionality and available artifacts, assess the 
applicability of AI-enabled tools, assemble a prototype test harness, 
experiment with the test design.

Collaboration with Exactpro enables organisations to:
● Understand the AI momentum.
● Focus not just on the present, but look into the future.
● Build a solid foundation in AI Testing to propel innovation across all business lines.

http://www.exactpro.com/
https://exactpro.com/ai-testing?utm_source=gmail&utm_medium=emailslides&utm_campaign=Sibos2025&utm_content=post-Sibos-follow-up
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Knowledge sharing among the team through hands-on workshops:
● personal and professional growth
● new skills, knowledge, or perspectives
● a hands-on, interactive environment
● learning from experts 
● engaging with peers
● communication, engagement with like-minded people

Practice helps foster individual creativity and 
growth:

To really understand how a wheel is made, one 
has to reinvent the wheel. Getting to reinvent 
technology/tools that are at your disposal 
enables a deep understanding of their internal 
structure. It empowers their informed and 
responsible application as well as innovation.

Build Software to Test Software

Training courses: developing 
specialised courses

● Knowledge Transition 
courses for the specific 
project/goal

● Software testing basics
● AI Literacy and 

AI Testing

https://exactpro.com/training

AI Literacy & skill building
Extensible collaboration

Human 
Potential

Collaboration

Learning

Practice

Software Testing is Relentless Learning.
Much like every software exploration yields a new, 
much better understanding of the system under 
test, advancing knowledge and practical skills 
through learning a Deliberate Practice of Software 
Testing propels organisations forward in their 
overall innovation and transformation efforts. 

The versatile learning opportunities allow 
firms to boost their human potential. The 
collaboration may result in establishing 
an AI Testing Centre of Excellence as 
the step towards AI integration.

http://www.exactpro.com/
https://exactpro.com/training
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Chapter 1. 
Introduction to AI

Chapter 2. 
Quality Characteristics 
for AI-Based Systems

Chapter 3. 
Machine Learning (ML) – 
Overview

Chapter 4. 
ML - Data

Chapter 6. 
ML - Neural Networks 
and Testing

Chapter 7. 
Testing AI-Based
Systems. Overview

Chapter 8. 
Testing AI-Specific
Quality 
Characteristics

Chapter 9. 
Methods and Techniques 
for the Testing of 
AI-Based Systems

Chapter 5. 
ML Functional
Performance Metrics

Chapter 10. 
Test Environments 
for AI-Based Systems

Chapter 11. 
Using AI for Testing

PART 1 – INTRODUCTION TO AI 
AND AI-BASED SYSTEMS

PART 2 – MACHINE LEARNING

PART 3 – TESTING AI-BASED SYSTEMS PART 4 – TESTING WITH AI

Book coverage

http://www.exactpro.com/
http://www.exactpro.com/
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Narrow
(Weak)

General
(Strong) Super

Technological singularity

AI

AI Technologies

Reasoning 
Techniques

ML 
Techniques

Fuzzy
Logic

Search 
Algorithms

Flexibility Adaptability Autonomy

Ethics

DAYS
WITHOUT

AN 
ACCIDENT

EvolutionSafety

Introduction to AI and AI-based systems

Transparency Explainability Interpretability

Part 1 

http://www.exactpro.com/
http://www.exactpro.com/
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Regulations & Standards
Part 1 

http://www.exactpro.com/
http://www.exactpro.com/
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Model Development

Select and Build
the Algorithm

Select
a  Framework

Deploy
the Model

Use
the Model

Tune
the Model

Test
the Model

NO

YES

Model Generation and Test

Model Generation
NO

Does
the Model

Show
Good

Results?

Monitor and
Tune the Model

Understand
the Objectives

Train
the Model

Evaluate
the Model NO

Prepare and
Test Data

ConnectionsInput
neurons

Input
layer Hidden layers

Output
neurons

Output
layer

Machine Learning and Data Processing
Part 2 

http://www.exactpro.com/
http://www.exactpro.com/
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Conventional test 
approaches

Testing AI-based systems

Prototype Fully engineered version

IS IT
GOOD?

I DON’T
 KNOW!

Сomplex acceptance criteria I COUNT 
THIS AS

1 HIT

I COUNT 
THIS AS
2 HITS

Non-AI
components

AI
components

AI-BASED SYSTEM

Input data testing ML model testing

Part 3 

http://www.exactpro.com/
http://www.exactpro.com/
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Testing with AI
Part 4 

Computational search and optimisation techniques

Fuzzy logic and probabilistic methods Classification, learning and prediction

http://www.exactpro.com/
http://www.exactpro.com/
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Case Study Illustrating the AI Testing Approach

https://exactpro.com/case-study/trading-systems/ai-enabled-software-testing-artex-mtf 

http://www.exactpro.com/
https://exactpro.com/case-study/trading-systems/ai-enabled-software-testing-artex-mtf
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Testing with AI
✔ various input actions checklists
✔ protocol specifications, machine-readable dictionaries
✔  all relevant reference data actions 

✔  information obtained_from testing and calculated weights

weights dataset

test
basis

traffic & log files

th2-shark

Cradle

scripts to iterate through available actions and 
organise them in test cases

output
dataset

interpretation dataset

Trading & Market Data

Control Interface

Downstream Data

random cartesian all pairs pre-filtering

inputs expectations

3 

5 

4 

6 

2 

1 

modelling and simulation 

Digital Twins

✔ Property checks
✔ Rules based checks
✔ Baseline/benchmark checks
✔ Reconciliation of: 
   - two different output streams  
   - input and output streams 
   - specific properties across the dataset 
   - received data against expected outcomes
✔ Aggregating the data in the dataset, 
exploring the anomalies

Gateways Matching Engine

Complex Events Processor

Trading 
Admin FEs

Integrations AnalyticsBack Office

processed inputs
dataset expectations dataset

http://www.exactpro.com/
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I endorse this book as a valuable companion to the ISTQB® CT-AI certification and as a 
resource for those seeking to build responsible, robust, and intelligent systems. I trust 
it will inspire and equip the next generation of AI-aware testers across the globe.

Foreword by Dr. Klaudia Dussa-Zieger, President of ISTQB®, Head of the ISTQB® AI Taskforce

It’s clear this book was written by professionals with real-world experience testing 
complex systems in high-stakes industries.

Sophie Lafont, Consultant in Software Regulatory Compliance, Financial Services Industry

Without a doubt, an essential bedside book for the new generation of QA-ers, and for 
the older ones that want to keep abreast with progress.

Olivier Denoo, Vice-President of the ISTQB® and President of CFTL, Vice-president of ps_testware SAS

With its methodical approach to AI testing, this book fills a critical gap for engineering 
leaders navigating AI risk.

Sri Kolagani, Senior Engineering Manager, Elastic

Thank you

http://www.exactpro.com/
https://www.amazon.co.uk/Introduction-AI-Testing-ISTQB%C2%AE-Certification/dp/1780177186

