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1. What is Digital Risk - An overview of disparate factors.

2. What is Risk Intelligence (RI) - How Risk is assessed, scored and quantified.

3. Simple v Complex - Handling complex Risk algorithmic scoring

4. Sanctions - Understanding Risk in entity, identity, and asset definition (OFAC, LEI, ISIN and more)

5. Batch Screening v Persistent Screening - New paradigm in Risk monitoring.

6. Black, White and Grey Lists - And the anomalies they create.

7. Future of Artificial Intelligence and Risk Intelligence - Understanding additional corpus of data.

8. Demo of Persistent Sanctions Screening toolset - Sample data only.

9. Conclusions

AGENDA
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• pTools provides Market Information services to stock exchanges and related organisations including LOUs, 

NNAs, CSDs, CCPs and central banks. 

• We deliver packaged software, bespoke solutions, outsourced and support services for applications including 

Risk Intelligence, Persistent Sanctions Screening, LEI and ISIN issuance, corporate actions and 

announcements processing, ESG validation, asset tokenisation and listing. 

• With offices in Dublin, London and Bangalore, pTools’ clients include LSEG, Qatar Central Bank and Strate 

South Africa. pTools works across technologies with specific capability in AI and NLP, blockchain and 

notarisation, digital risk mitigation/sanctions risk scoring and data quality management. 

• pTools delivers solutions on-Premise, on-Cloud and as-a-Service. pTools is a long-term partner of the World 

Federation of Exchanges, is a member of GLEIF Vendor and Services Providers Relationship Group, and has 

additional partnerships with leading global technology providers.

About pTools
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1. Traditional cyber security: anti-virus, phishing, malware, ransomware 

2. New data integrity and data quality regulation and reporting

3. Process impact of misaligned individual, entity and asset identification and verification 

4. New and legacy KYC/AML validation

5. New and legacy Sanctions Screening processes

6. New Personal Responsibility and Reporting regulation and compliance  

[1] - What is Digital Risk - An overview of factors
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1. Wholistic view of Risk across applications processes for Exchanges

2. Visualization of complex data/risk insights in a manner that humans can easily understand

3. Data analytics dashboards, risk scoring, red/amber/green escalations and workflows

4. Data driven management and data quality regulatory reporting 

[2] - What is Risk Intelligence (RI) - How Risk is assessed and scored/quantified.
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[3] - Handling New Complex Risk and Algorithmic Risk Scoring
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Risk scoring for entity, identity, data, origin, network and more, enables 

better escalation and risk mitigation for sanctions, fraud, AML, data quality 

and reporting.

[3] - Risk Scoring
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i. Sanctions and global watch lists relate not only to ‘individuals’ but also company ‘entities’ 

and also certain ‘assets’ including vehicles, aircraft, boats etc. 

ii. There are multiple lists reflecting and affecting different territories; geographic, national and 

global.

iii. Examples include; Office of Foreign Assets Control (OFAC) sanctions list; EU Consolidated 

Financial Sanctions list; UK Sanctions list; United Nations Security Council (UNSC) 

Consolidated sanctions list; Interpol list; FBI US and UK MET lists.

iv. The process of matching these lists with correlated data for Company Registration, Assets 

(e.g. IMO), Entity (e.g. LEI), Financial Assets (e.g. ISIN) and additional data in ‘real time’ is 

a significant challenge.

v. Additional data relates to regulated news and also web and other sources associated with a 

corpus of data relevant to each organization. 

[4] - Sanctions - Understanding Risk in entity, identity, and asset definition (OFAC, LEI, ISIN and more)
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[5] - Batch Screening v Persistent Screening - New paradigm in Risk monitoring.

With just 5000 individuals, entities and assets a manual Batch screening process of 25 per day 

will take a year or more and recursive errors may span multiple years. 
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[5] - Batch Screening v Persistent Screening - New paradigm in Risk monitoring.

One current Persistent screening process addresses a variable data set of 2.7million items 

nightly, with a recursive error span of no more than one day. 



www.ptools.compTools Software 2024 Advanced Risk Intelligence and Risk Mitigation with Artificial Intelligence, Persistent Sanctions Screening and Active Session Monitoring

pTools

Individual or Batch 

Potential Sanctions Risk 

Identification 

Sanctions Risk Input 

Request
Sanctions Risk Analysis Sanctions Risk Output

Individual or Batch 

Sanctions Risk Report 

Names List 

Management

Sanctions List 

Management

Sanctions Media 

Management

pTools Persistent 

Sanctions Screening 

Dashboard 

Client Names and 

Entities Database 

Persistent Sanctions 

Screening Service

Combined

Sanctions 

Screening 

Process

We believe that manual Batch screening and automated and Persistent screening work best 

together. 

[5] - Batch Screening v Persistent Screening - New paradigm in Risk monitoring.
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[6] - Black, White and Grey Lists - And the anomalies they create.
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i. Current ‘practical’ use of AI in Risk Intelligence relates document analysis, extraction and 

correlation with application process data.

ii. Additional sentiment analysis and authentication of documents and images and other 

elements.

iii. Further development of corpus of data relating to Individuals, entities and assets within any  

Exchange and applications process.

iv. Automation of company registration look-ups and analysis/correlation with process data for 

verification and risk scoring.

[7] - Future of Artificial Intelligence and Risk Intelligence - Understanding additional corpus of data.
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[8] - Demo of Persistent Sanctions Screening toolset - Sample data only
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i. Risk Intelligence and Risk Mitigation is evolving and is multi-faceted and dynamic in terms of impact on 

regulated information processes.

ii. The scale and scope of this Risk is complex and can not be readily understood by human data handlers.

iii. New tools for Data Analysis and Data Visualization and Data Risk Scoring are needed within applications 

processes.

iv. Use of advanced technologies including AI, Risk Algorithm, Notarization are needed as well as real time 

Data Registry integration.

v. Persistent Sanctions Screening represents an important aspect of this new requirement for better analysis 

in real time of complex risk and regulatory requirements.

vi. Sanctions Screening is also a developing aspect of how organisations manage diverse risk within 

individuals, entities, assets and territories across the global financial system. 

[9] - Conclusions
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Thank you. 

For further information contact suraj.pandey@ptools.com
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